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Chapter 1. Introduction

The rapid evolution of technology has ushered in an era of unprecedented digital transformation,
fundamentally altering how we live, work, and engage with the world around us [1]. From healthcare
and education to entertainment and enterprise, digitization has created vast opportunities for
innovation, efficiency, and connectivity [2]. Among the most transformative advancements in this
digital revolution is the emergence of Virtual Reality (VR). This technology has redefined the
boundaries between the physical and virtual worlds, enabling immersive experiences that were once
the realm of science fiction [3].

VR fully immerses users in a computer-simulated environment, isolating them from the real world.
With a Head-Mounted Displays (HMDs) such as Oculus Rift and HTC Vive coupled with controllers or,
hand and body tracking, VR allow users to be submerged and interact with the virtual environment

[4].

Furthermore, VR allows users to traverse the limitations of reality, offering immersive environments
where they can interact, collaborate, and share experiences in real time. These capabilities are
powered by significant advancements in computing power, graphics processing, and HMD
technologies, which have made VR more accessible and impactful than ever before [5]. Today, VR is
not only revolutionizing industries but also reshaping social interactions, education, and
entertainment, offering users a profound sense of "presence" and engagement.

1.1. Research Problem and Motivation

Despite the growing adoption of VR technologies, their immersive and interconnected nature
presents significant cybersecurity challenges [6]. The integration of hardware (e.g., HMDs, motion
controllers), software, network protocols, and sensitive biometric data creates a large and complex
attack surface [3]. These unique characteristics make VR systems especially vulnerable to threats
such as unauthorized access, data breaches, malware injections, social engineering, and
psychological manipulation.

Threat actors can exploit vulnerabilities in VR hardware, such as HMDs and motion controllers, to
unlawfully access sensitive information. Similarly, weaknesses in VR software and network
communication protocols can be leveraged to manipulate virtual environments, inject malicious code,
or launch phishing attacks [7]. Furthermore, the immersiveness of VR blurs the boundaries between
physical and virtual worlds, making users more susceptible to psychological manipulation and social
engineering attacks [8].

Current cybersecurity frameworks and protocols were designed for conventional computing
environments and are insufficient to address the spatial, behavioral, and privacy-specific risks in VR.
Many VR platforms focus heavily on user experience and innovation, often at the expense of robust
security [9].
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1.2. Aim and Objectives of the Research

The main aim of the research is to explore the cybersecurity gaps inherent in VR and develop an
actionable strategy to address them.

Specific objectives:
01. Identify and analyse cybersecurity vulnerabilities in VR systems.

Examine common attack vectors, such as hardware exploits, software vulnerabilities, network
insecurities, and human-factor risks in VR environments.

02. Evaluate existing cybersecurity frameworks and their limitations.

Review current cybersecurity measures and protocols applied to VR systems and assess the gaps
and shortcomings in existing frameworks in addressing VR-specific threats.

03. Conduct real-world case studies and risk assessment.

Perform threat simulations and empirical studies to assess the impact of cyberattacks on VR users,
privacy, and system integrity.

04. Evaluating the Balance Between Usability, Security, and Privacy in VR

Conduct user-centric evaluations to analyze the interplay between usability, security, and privacy in
VR environments, ensuring that security implementations are seamlessly integrated without
compromising immersion and quality of experience.

05. Implement and validate security mitigations in VR environments.

Develop and integrate security measures, into VR applications and evaluate their effectiveness and
practicality of these security solutions through experiments, usability tests, and compliance
assessments.

1.3. Thesis Structure and Content

This doctoral thesis is organized into seven chapters. Titled "Addressing Cybersecurity Concerns in
Virtual Reality Applications”, the research provides a foundation for future work on security
frameworks aimed at addressing the evolving security and privacy challenges in VR environments.

The study includes threat simulations to assess vulnerabilities in VR systems and explores how
security measures can be integrated without disrupting usability or user experience. The research
also implements three major security mitigations within VR platforms to enhance protection while
preserving immersion and interactivity. Three key security mitigation implementations:

1. Cryptographic digital signatures to ensure the integrity and authenticity of virtual assets.
2. Adaptive security solutions to protect user data and enforce compliance dynamically.

3. Multi-layer authentication mechanisms for access control and session management.



Chapter 1: Introduction

This chapter presents the rationale and motivation for the research, emphasizing the inherent
security risks in VR technologies and the importance of addressing them. It provides an overview of
VR systems, discussing their core components, significance, and diverse application domains. The
chapter further identifies key research gaps, and articulate the aims and objectives that guide this
study to solve the gaps.

Chapter 2: Cybersecurity Concerns and Mitigation Strategies

This chapter analysis of cybersecurity threats in VR, categorizing them using the CIA Triad and attack
vectors. It reviews current mitigation strategies for securing immersive environments and includes a
real-world case study with a risk assessment to validate and reinforce the findings.

Chapter 3: Balancing Usability, User Experience, Security, and Privacy in VR Systems

This chapter examines the trade-offs between usability, user experience, security, and privacy in VR.
It presents a user-centric model and a case study with thirteen participants, showing that inclusive,
intuitive security designs can enhance trust and usability without reducing security.

Chapter 4: Enhancing Security and Authenticity in Immersive Environments

This chapter presents the use of RSA-2048 and SHA-256 digital signatures to secure virtual assets in
VR. A practical implementation enables users to intuitively sign and verify assets, strengthening trust
and authenticity without compromising usability.

Chapter 5: Security Integration and Enhancement in the GENSAVR Platform

This chapter presents the integration of a multi-layered security framework for protecting
authentication mechanisms, session management, and real-time backend systems on the GENSAVR
platform. Security enhancements include:

1. Nakama for secure user authentication,
2. Kubescape for Kubernetes security scanning,
3. ARMO for real-time security monitoring.

Risk assessments and NSA compliance scans identified and addressed issues in workload
deployments, RBAC policies, privilege escalation, and network security. Emphasis was placed on
maintaining secure, uninterrupted user sessions across immersive experiences.

Chapter 6: Real-Time Adaptive Security for Privacy and Compliance in Immersive Applications

This chapter addresses the privacy challenges arising from multi-modal data collection in immersive
environments. It presents a real-time adaptive security model that enforces regional data protection
laws by dynamically adjusting data collection policies based on user location. Using geolocation
detection via IPInfo API and GPS, the system ensures compliance with privacy regulations such as



GDPR and CCPA. This approach safeguards user data across virtual spaces, promoting trust and
mitigating risks in the evolving Metaverse landscape

Chapter 7: Final Conclusions, Original Contributions, and Future Directions

This concluding chapter summarizes the research findings, highlighting the original contributions
made by the author. It also outlines methods for disseminating the research, discussing potential
real-world applications and future research directions to further advance VR cybersecurity
frameworks.
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Chapter 2. State-of-the-Art Cybersecurity Concerns
and Mitigations in Virtual Reality Systems

As society's reliance on technology grows, so does its exposure to cyber threats [10]. Even the most
secure network infrastructures can be compromised due to human errors [11]. These vulnerabilities
put critical information systems at risk, increasing the need for robust cybersecurity measures across
all sectors.

This chapter addresses Objectives 1-3, focusing on the unique cybersecurity risks within VR systems
and examining how attackers exploit both hardware and software gaps. It outlines key privacy and
security concerns, categorizes threat types, and presents real-world case studies to demonstrate the
practical implications of these vulnerabilities.

The chapter contributes to the thesis by:
e Identifying VR vulnerabilities, analyzing threats, and validating risks through case studies.

e It delivers a comprehensive exploration of cybersecurity threats in VR environments,
providing a detailed understanding of the risks that arise from the immersive and interactive
nature of VR

e It introduces a structured taxonomy that classifies threats both by core cybersecurity
principles CIA and by attack vectors such as network vulnerabilities, unauthorized access, and
social engineering.

2.1. Cybersecurity Threats and Privacy Risks in Virtual Reality

The foundation of cybersecurity is built upon the CIA triad: Confidentiality, Integrity, and Availability.
The CIA triad serves as a foundational framework for maintaining strong information security [12].
Each pillar plays a critical role in protecting digital assets, and in the context of VR, these principles
must be carefully maintained to safeguard users and systems from cyber threats. In the case of VR,
threats can impact confidentiality, integrity, and availability simultaneously, leading to severe
consequences [13].

VR systems present a broader attack surface due to their dependance on sensor-rich environments,
real-time process of data, and interconnected hardware and software components [3].

Data privacy is one of the most critical concerns in VR environments [14]. VR collects sensitive data
like body movements, gaze, and biometrics, which can be exploited for surveillance or identity
profiling [15].

Unauthorized access remains a major cybersecurity risk in VR environments, where malicious actors
can infiltrate user accounts, manipulate virtual identities, and exploit system vulnerabilities [16].

11



For risks related to virtual object manipulation and safety risks, attackers may manipulate virtual
elements, alter spatial setups, or inject malicious content to disrupt user experience [17]. While
manipulation attacks are real in VR, network security threats affects network connectivity and
exposes users to data interception, MITM attacks, and voice eavesdropping [4] exposing confidential
discussions in corporate VR meetings, online gaming, and virtual classrooms.

Research has shown that immersion reduces user awareness, making them more vulnerable to social
engineering and deception [18]. VR identities tied to behavioral and biometric data are hard to
recover if stolen, leading to advanced forms of impersonation. VR fraud incorporates body language,
behavioral traits, voice tone, and other biometric identifiers, making deception far more difficult to
detect [19].

2.2. Common Attack Vectors

The wide adoption of VR also presents a growing attack surface for cybercriminals. These threats
stem from vulnerabilities in hardware, software, network communications, and user interactions,
allowing attackers to intercept data, manipulate virtual environments, deploy malware, and disrupt
VR infrastructure. This section explores the most prevalent attack vectors in VR environments,
detailing how adversaries exploit weaknesses in hardware, software, network communications, and
user behavior.

Malware manifests in various forms, including viruses, worms, spyware, trojans, ransomware, and
rootkits [20]. Attackers exploit VR system vulnerabilities and third-party plugins to inject malware
(e.g., trojans, spyware).

Social engineering is a deception-based attack that exploits human psychology to trick individuals to
revealing confidential data, making fraudulent transactions, or engaging in unsafe behaviors [21].
Social engineering remains a top cybersecurity concern, with 85% of data breaches involving human
interaction in 2022. VR's immersive and avatar-based interactions make users more susceptible to
deception [22]. Impersonation through avatars enables phishing and identity fraud, as seen in real-
world incidents like the Roblox 2022 data breach [23].

MITM attacks have long exploited communication channels, allowing attackers to intercept,
manipulate, or spoof network traffic between two communicating parties [24]. Adversaries intercept
and manipulate real-time VR communications, exploiting weak protocols and authentication [25].

MITM attackers insert themselves between two parties in a VR session, making them appear as a
trusted participant while secretly intercepting or altering communications. This allows them to
impersonate legitimate users, gaining unauthorized access to private conversations, financial
transactions, or corporate meetings [26].
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VR platforms are highly reliant on uninterrupted connectivity [27]. DoS and DDoS attacks can
overload servers, disrupt sessions, and crash VR infrastructure particularly in gaming and education
settings [3]. A notable incident occurred in 2019, when a DDoS attack disrupted the VRChat network,
highlighting the susceptibility of social and gaming-oriented VR services [28].

2.3. Taxonomic Classification of VR Threats

The immersive and interactive nature of VR creates new attack surfaces, making it essential to
establish a comprehensive and structured taxonomy of security threats.

This section identifies 24 threats and categorized in Table 2.1. To effectively classify threats in VR, a
dual categorization model is employed, focusing on:

1. CIA Triad — This categorization examines how threats impact the CIA of VR systems.

2. Attack Vectors (How attacks happen?) — This classification is based on the methods used by
attackers to exploit vulnerabilities in hardware, software, network infrastructure and user
interactions.

Combining these two models ensure a holistic understanding of VR threats, enabling better risk
assessment, defense strategies, and policy-making for securing immersive digital spaces.

Table 2.1. Taxonomic classification of threats in VR environments

Threats in VR Attack Vector/Component Attack Type C | A
exploited
Gyroscope & Motion Sensor Hardware & Sensor User Tracking & Surveillance |
Exploitation for Surveillance [15] exploitation
Biometric Data Leaks [3] Software Data Theft & Unauthorized Vv
Profiling
Exploiting Eye-Tracking Data for Software and Network Behavioral Profiling v

Behavioral Analysis

Trojan Horse Exploits in VR v v
Applications & Plugins

Ransomware Encrypting /R Files v oV

& Critical User Data [17] L
- - - Software & Application Malware
Rootkits Enabling Persistent v v

Backdoor Access to VR Devices

Spyware Recording VR User v
Interactions & Conversations

Bandwidth Exhaustion Attacks Vv
Disrupting VR Connectivity

- - - DoS & DDoS
Latency Manipulation Attacks in Network Vv
Competitive VR Gaming
Eavesdropping on VR Voice & Session Hijacking & Data v
Spatial Audio Conversations [24] Interception
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[29]

MITM Attacks Vv

VR Sessions Hijacking [30]

Traffic Redirection & Fake VR

Network Portals

Disorientation Attacks [17] v

Chaperon Attack [17] Hardware & Sensor Navigation, motion & Spatial v

Camera Overlay Attack [17] Exploitation Manipulation Attacks Vv

Human Joystick Attack [17] v

MITR Attack [24] Network & Social Engineering Unauthorized Access and v
control

Inception Attack [31] Software & Human Deception & Reality v

Manipulation

Manipulation

Deceptive Avatars & Al-Powered Identity Spoofing & v v

Deepfake Interactions Manipulation

Fake Virtual Goods & Market Financial Fraud & Identity Vv Vv

Scams in VR Marketplaces Theft

Identity Spoofing in VR-Based Human Factor (Social Account Takeover & Financial |

Financial Transactions Engineering) Theft

Phishing Attacks in VR Spaces [32] Unauthorized Access & v
privacy Violation

Avatar Impersonation & Deepfake Digital Identity Theft v

Identity Spoofing [16]

By structuring VR threats under both CIA Triad and Attack Vectors, a comprehensive framework was
created that identifies the core risks VR users and organizations face. Additionally, it explains how
these threats materialize and what methods attackers use and provides a structured foundation for
cybersecurity defenses, regulations, and mitigation strategies,

2.4. Mitigation Measures for Virtual Reality Security

This section explores the latest security frameworks, technologies, and best practices used to
address hardware vulnerabilities, software security risks, network threats, and human-centric
attacks such as social engineering and identity spoofing.

2.4.1 Network Security & Communication Encryption
e End-to-End Encryption: Techniques like TLS, SSL, and VPN secure VR data in transit [33].

e Homomorphic Encryption: Enables operations on encrypted data, especially useful for
sensitive biometric or financial data [34].
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e Al-Driven Intrusion Detection: Al-powered IDS/IPS detect anomalies and threats like MITM
attacks in real-time, ensuring proactive defense [35].

2.4.2 Authentication Methods

As virtual reality VR applications become more widely adopted, the demand for robust authentication
mechanisms continue to rise. Various authentication strategies have been proposed, ranging from
knowledge-based authentication and biometric authentication to Multi-Factor Authentication (MFA)
and blockchain-based identity management.

e Knowledge-Based Authentication (KBA): Traditional passwords enhanced with VR-specific
designs like RubikAuth and RubikBiom to resist observation and brute-force attacks [36]
[34].

e Biometric Authentication: Uses unique physical traits like eye movement (Oculock) or gaze
tracking for seamless and secure identity verification.

e Blockchain-Based Identity Management: Decentralized and tamper-proof identity
management ensures secure authentication without central authority [25, 271.

¢ Adaptive Authentication: Login protocols adjust based on behavior, location, and context to
enhance security dynamically [37].

2.4.3 Hardware Security and Data Storage

e Trusted Execution Environments (TEESs): Isolated hardware zones safeguard sensitive data
from system-level attacks [38]. Integrating TEEs into VR headsets protect against memory-
based attacks, unauthorized access, and system vulnerabilities

e Advanced Encryption: Zero-knowledge proofs and attribute-based encryption enforce
access control while preserving user privacy [39].

2.4.4 Zero Trust Architecture

Consequently, security measures must be enforced at every stage of any critical operation. In VR
interactions, this means users should never assume that others can be trusted with their personal
data. Nakajima highlights that a key strategy for preventing social engineering attacks is to
continuously refine users' decision-making criteria by learning from real-world examples [32].

2.4.5 Federated Learning for Privacy

Google introduced federated learning (FL) to tackle data privacy challenges by facilitating
collaborative model training across various loT devices. VR devices train models locally without
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sharing user data. It supports secure collaboration across distributed systems, enhancing data
privacy. This approach enables collaborative learning while preserving privacy of individual data [17].

2.4.6 Existing Frameworks

Both NIST SP 800-53 [40] and ISO/IEC 27001 define general security controls, such as access
control, encryption, and system monitoring. However, they lack explicit guidelines for immersive
environments, signaling a gap in standardization for VR-specific threats.

2.4.7 Findings and Limitations of Existing VR Security Mitigation Measures

The findings from this chapter serve as a foundation for developing comprehensive VR security
frameworks. However, existing mitigation measures display notable limitations, highlighting on the
need for continued research and innovation.

A key challenge remains balancing security with user experience. Many security mechanisms
introduce friction in user interactions, which can negatively impact immersion and user experience.
For example, excessive authentication steps may interrupt the flow of the experience and lead to
user frustration if user input.

Moreover, VR security monitoring and incident response mechanisms remain underdeveloped.
Current IDS and threat response systems for VR environments are limited, making it difficult to
detect real-time attacks.

In addition, legal and regulatory complexities hinder effective enforcement of VR data protection
measures. The cross-border nature of immersive applications makes privacy law enforcement
difficult, as users seamlessly transition between jurisdictions with varying data protection policies.
These limitations underscore the need for user-centric, adaptable, and legally compliant security
solutions.

2.5. Case Study 1: Personally Identifiable Information Exposure
Vulnerability Assessment

This case study investigates a Personally Identifiable Information (PIl) exposure vulnerability detected
on a VR gaming distribution platform. As part of addressing objective 3, a real-world vulnerability
assessment was conducted on a widely used VR platform that serves thousands of users daily.

This section contributes to both the chapter and the overall thesis by:

1. Providing a real-world case study on how PII leaks occur in VR gaming platforms, expanding
on CWE-359 with practical findings.

2. Demonstrating the application of OWASP ZAP as a tool for non-intrusive security testing in
online gaming environments.
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3. Highlighting compliance risks related to API misconfigurations, particularly in the context of
Payment Card Industry Data Security Standard (PCI-DSS).

4. Providing a framework for assessing data protection flaws in online services, offering
actionable security recommendations.

2.5.1 Research Methodology

This research follows ethical security testing practices, ensuring that no intrusive methods were
used. The assessment leveraged OWASP ZAP, an industry-standard open-source web application
scanner.

The selected target is a popular VR gaming platform that supports cross-platform access, allowing
users to interact across multiple devices.

e Setup and Testing Procedure
v' Setup

Configuring OWASP ZAP Proxy - OWASP ZAP Proxy settings were adjusted to match the local IP
and port of the host machine.

Configuring the Target Client - The VR platform’s settings were modified to route network traffic
through the OWASP ZAP proxy by adjusting its web browser settings to use the designated IP and
port.

Owasp ZAP
_
Sends Receives
traffic traffic
)
VR app Client ZAP proxy server ﬁ =
T T
-
Passive Scan
£
3
2
x
Reports/Flags

Figure 2.1. Vulnerability Assessment setup and test workflow

v Testing
The platform was launched, and normal activities were performed, such as browsing the app store
and interacting with in-game features.
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Passive Scanning with OWASP ZAP - ZAP intercepted the network traffic between the platform and
external servers, analyzing API responses as illustrated in Figure 2.1. Then, ZAP automatically flagged

vulnerabilities, categorizing them based on severity, as illustrated in Figure 2.2.

Alerts (18)

> " PIl Disclosure

Y Absence of Anti-CSRF Tokens

U CSP: Wildcard Directive

Y CSP: script-src unsafe-eval

U CSP: style-src unsafe-inline

¥ Cross-Domain Misconfiguration (6)
¥ Vulnerable JS Library

iU CSP: Notices

iU Cookie No HttpOnly Flag

Figure 2.2. Detected vulnerabilities identified during the traffic interception with OWASP ZAP

2.5.2 Findings and Analysis

During the vulnerability scanning with OWASP ZAP, 18 vulnerabilities were detected as illustrated in

Figure 2.2. Pll Disclosure appeared as the high risk and it was the focus of the assessment in the

study.

The identified PIl Disclosure exposed data containing Credit Card Type, Bank Identification Number
(BIN). Figure 2.3 and Figure 2.4 illustrates the exposed API response during OWASP ZAP’s network

traffic response.

PIl Disclosure

URL: https://stor< N c o/
Risk: i High

Confidence: High

Parameter:

Attack:

Evidence: 5886230591346709717

CWE ID: 359

WASCID: 13

Source: Passive (10062 - PII Disclosure)

Figure 2.3. Further detail information of the PII Disclosure vulnerability. Showing the URL, the CWE ID and the type of

Description:

scan performed

The response contains Personally Identifiable Information, such as CC number, SSN and similar sensitive data.

Other Info:

Credit Card Type detected: -
Bank Identification Number: 58&jilll

Brand:

Figure 2.4. Details of the exposed financial information during the API interception by OWASP ZAP
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e Potential Security Risks

The vulnerability contains high-risk impact and also breaches confidentiality. Such information
leakage can be associated with a number of risks which are discussed below.

1. Financial Fraud & Credit Card Abuse

Attackers could exploit the exposed BIN and card type to facilitate fraudulent transactions, leading to
financial loses for affected users [41].

2. Phishing & Social Engineering Risks

Fraudsters could craft highly targeted phishing messages using the exposed credit card data. For
example: “your [Brand] card ending in [BIN number] has detected unauthorized activity. Click here to
secure your account”. Unsuspecting users may reveal full credit card details, falling victim to financial
scams.

3. Credential Stuffing & Account Takeover

Attackers could use exposed data to guess or guess passwords, reset accounts, or launch credential
stuffing attacks. If users reuse passwords across multiple platforms, this could escalate into
widespread account hijacking.

2.5.3 Recommended Mitigation Strategies

Sensitive financial data should never be exposed in plaintext. Implementing format-preserving
encryption mask credit card information [42]. Moerover, API responses must be filtered to remove
sensitive data before transmission. And ensuring all financial data adhere to to PCI-GDPR and CCPA
regulations is a good practice to ensure user fincial data safety. Furthermore, conducting routine
security audits is relevant for detecting and resolving potential vulnerabilities within APIs.

2.5.4 Conclusion

This study highlights the dangers of financial data exposure due to misconfigured API responses in a
widely used VR gaming platform. Using OWASP ZAP, this assessment identified a critical vulnerability
that could lead to fraud, identity theft, and non-compliance with financial security regulations.

The study reinforces the importance of establishing proactive security controls for protecting user
financial information in immersive digital environments and also demonstrates the effectiveness of
non-intrusive security assessments using ethical hacking methodologies.

2.6. Case Study 2 — Threat model

As a key contribution to this thesis, this case study also addresses objective 3 by conducting and
analyzing threat scenarios to identify vulnerabilities inherent in Extended Reality (XR) systems.
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The section contributes to the chapter by:

1. Designing and implementing a scenario-driven risk assessment methodology to evaluate
security risks in XR environments.

2. Simulating real-world attack scenarios to identify vulnerabilities and analyze their impact in
XR environments.

3. Introducing a structured, likelihood-based risk assessment model tailored to XR
environments, integrating human, technical, and attack popularity factors.

4. Quantifying security risks using a hybrid approach that combines the Common Vulnerability
Scoring System (CVSS) with custom likelihood model.

Figure 2.5 and Figure 2.6 illustrate the attack workflows of the examined scenarios, providing a visual
representation of how these security threats unfold in VR ecosystems. The detailed process and
threat impact assessment are discussed in the following sections.
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Figure 2.6. Eavesdropping and surveillance attack workflow diagram for scenario 2
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2.6.1 Methodology

This section outlines the technical steps, tools, and experimental setups used to execute and
evaluate these attack scenarios.

Tools used in the experimental setup

Metasploit framework was used for the penetration testing , whilst MSFvenom [43] was used for
crafting payloads. Apache2 webserver was used in delivering the payload and storm breaker for
eavesdropping, location tracking, and extracting device information [44].

2.6.2 Threat Scenarios

Two practical attack scenarios were conducted targeting XR devices. These scenarios demonstrate
how attackers can exploit XR environments using social engineering, remote access tools, and
permission-based exploits.

v" Scenario 1: Remote Command Execution (RCE) on Oculus Quest 2 via Malicious APK

This scenario referencing Figure 2.5 describes how a malicious APK file, crafted using MSFvenom
(Figure 2.7 illustrates the payload configuration) and delivered via social engineering, can be used to
compromise an Oculus Quest 2. Once downloaded through the Oculus browser and installed, the
payload connects to the attacker's system using Metasploit, granting full remote access (Figure 2.8).
The attacker can then execute commands, extract system information, and control the device,
highlighting a real-world method for achieving remote code execution (RCE) on VR hardware.

p—" 7 cl o) | >“—[~]

15 fvenom -p nndrbid/meterpreter/roverse_lcn LHOST=192.168.188.203 LPORT=4444 R > atak.apk
No platform was selected, choosing Msf ::Module::Platfore::Android from the payload

(-]

[-] Mo arch selected, selecting arch: dalvik from the payload
Nlo encoder specified, outputting raw payload

Payload size: 10235 bytes

Figure 2.7. Payload generation using MSFvenom
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v Scenario 2: Eavesdropping and Surveillance Via Oculus Quest 2

The second scenario describes an attack involving eavesdropping and unauthorized surveillance on
Oculus Quest 2 and AR applications on Android, exploiting misconfigured user permissions through
social engineering. The attack utilized Storm Breaker, combined with Ngrok port forwarding, to set up
a malicious phishing link as shown in Figure 2.10. When the victim clicked the link, it unknowingly
granted attackers access to sensitive device components such as the microphone, camera, and
location data, highlighting the risks posed by incorrect permission settings and deceptive tactics.
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If You Want Exit And Turn OFF localhost / press enter or CTRL+C[]

Figure 2.10. Storm Breaker's server interface with open port 2525 forwarding traffic through Ngrok

e Attack Components and Execution Details

The components involved in Scenario 2, along with the step-by-step execution of each attack, are
presented below.

1. Location Tracking Attack

In this scenario, @ malicious link is delivered prompting users to locate nearby friends on their XR
devices. Upon clicking the malicious link via the Oculus browser, the user's device information and
precise geolocation coordinates and device information were captured and transmitted to the
attacker, providing the attacker with real-time location tracking capabilities (Figure 2.11).

Cpu Name : undefined
Resolutior 873

astern European Standard Time

Google Map Link : https://google.com/maps/place/45.6556533+25.5802166

ip : 46.97.168.206
Qs name : Linux
{ n : x86_64

Listener Runing / press to stop Download Logs Clear Logs

Figure 2.11. Successful delivery of location tracking information via the storm breaker admin panel
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2. Microphone Hijacking Attack

In the Microphone Hijacking Attack, a malicious link deceptively requested microphone permissions,
posing as a legitimate XR voice feature. Upon granting permission, users unknowingly allowed
attackers to continuously record and transmit their conversations to a remote server. This secret
surveillance persisted until the user manually closed the browser, typically without their awareness
of being recorded (illustrated in Figure 2.12).

Audio File Was Saved ! > /sounds/2024-03-21T15:14:58.099Z.way

Listener Runing / press to stop Download Logs Clear Logs

Figure 2.12. Recorded audio conversations delivered to the listening server as a result of the microphone attack

3. Camera Hijacking via AR Device

A malicious link tricked users into unknowingly granting camera access on an AR device, enabling
attackers to secretly capture images and videos without the victim's knowledge. Captured media was
collected by the attacker through the Storm Breaker admin panel in Figure 2.13.

Browser Name : Chrome

Get Browser Version : 112.0.5615.136

Cpu Name : undefined

Resolution : 393x873

Time Zone : Eastern European Summer Time

Language : en-GB
Number Of CPU Core : 8

ip : 46.97.168.206
os name : Android
Version : 13

Listener Runing / press to stop Download Logs Clear Logs

Figure 2.13. Admin panel displaying image file received as a result of camera attack

2.6.3 Identified Threats and their VVulnerabilities

The scenario 1 highlights the following threats:
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v" Remote Code Execution - The exploited vulnerability is “Malicious APK execution enables
arbitrary code execution”.

Social Engineering via Phishing - The exploited vulnerability is “lack of user awareness”.
Insecure App Installation — The exploited vulnerability is “excessive permission abuse”.

Unauthorized Access and Data Exfiltration - The exploited vulnerability is “Exposure of
sensitive information (files, messages, contacts)"”.

The Scenario 2 highlights the following threats:

v Eavesdropping via microphone - The exploited vulnerability is “weak microphone permission
control”.

Social engineering via phishing - The exploited vulnerability is “lack of awareness".
Surveillance via camera - The exploited vulnerability is “no persistent camera indicator”.

Real-time location tracking - The exploited vulnerability is “lack of strict location access
rules”.

Presented in Error! Reference source not found. is the identified threats and their progression from
initial vulnerabilities to full system compromise.

2.6.4  Cybersecurity Risk Assessment

This section supplements the use case by performing a cybersecurity risk assessment, quantifying
identified threats, vulnerabilities, and impacts according to the CIA triad. Established models such as
the NVD CVSS calculator and NIST standards were combined with a custom model to calculate the
likelihood and overall risk scores for the two described scenarios.

1. Risk Analysis

Risk is defined as the potential loss arising from the combination of attack likelihood, exploited
vulnerability, and potential impact [45]. The main goal of risk analysis is to assess the impact of
threats and evaluate how effective various attack paths might be [13].

The risk is calculated base on this formular: Risk = Threat * Vulnerability * Impact.

The risk assessment integrates the CVSS to measure the severity and potential impact of each
vulnerability. To determine likelihood values, a developed custom model specifically designed for VR-
related attack scenarios was used. Based on the factors of defined for the model, the likelihood is
acalculated as:
(3 *UBS) + (2 = VEE) + (3 = APA)
100

Likelihood =
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2. Results of the risk analysis
The risk score for each identified threat was computed using the formula:

Risk = Likelihood * Vulnerability » impact

Table 2.2. Final computed risk score detailing the impact on CIA and their severity

Threats C I A | Likelihood | Vulnerability | Impact | Risk Score(2) | Severity
Insecure App Installation Vv Vv 0.75 7.3 5.5 30 High
Social Engineering v v 0.79 8.8 5.3 37 High
Remote Code Execution | v/ Vv |V | 079 8.8 5.9 41 High
(RCE)

Unauthorized Access & Data | v/ Vv 0.73 8.2 4.2 25 Mediu
Exfiltration m
Eavesdropping v 0.70 6.5 3.6 16 Low
Surveillance Vv 0.64 6.5 3.6 15 Low
Location tracking v 0.62 6.5 3.6 15 Low

The findings highlight that Remote Code Execution (RCE), Social Engineering, and Insecure App
Installation pose the most severe risks in XR environments, primarily affecting system integrity and
availability. Privacy-related threats like Eavesdropping, Surveillance, and Location Tracking are still
significant but less critical in comparison. Visual comparisons in Figure 2.14. A visual presentation of
the risks for better comparisonFigure 2.14 depict the risk levels.

Risks
Location tracking
Eavesdropping
Remote Code Execution (RCE)

Insecure App Installation

0 20 40 60

Figure 2.14. A visual presentation of the risks for better comparison

2.7. Conclusion

The chapter fulfills Objectives 1-3 by identifying VR vulnerabilities, analyzing threats, and validating
risks through case studies. It delivers a comprehensive exploration of cybersecurity threats in virtual
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reality environments, providing a detailed understanding of the risks that arise from the immersive
and interactive nature of VR. It introduces a structured taxonomy that classifies threats both by core
cybersecurity principles CIA and by attack vectors such as network vulnerabilities, unauthorized
access, and social engineering. This dual framework fills a critical gap in existing literature and sets
the foundation for future research and policy development in VR security.

It also reviews current mitigation strategies including encryption, intrusion detection, authentication,
and zero-trust models. By contextualizing new and existing threats in a structured taxonomy, the
chapter sets the stage for building comprehensive VR security frameworks in subsequent research,
emphasizing the urgency of securing VR platforms as they expand in use.

In addition, the chapter also brings attention to emerging, VR-specific threats including chaperone
manipulation, inception attacks, and identity hijacking. By contextualizing these within immersive
systems, the chapter enhances the understanding of how such attacks affect user safety, trust, and
privacy. It expands on this analysis through a real-world case study involving a VR gaming platform,
demonstrating how vulnerabilities like PIl exposure can occur and offering practical insights for
security evaluation.

Beyond identifying threats, the chapter surveys current mitigation strategies including encryption
techniques, Al-driven intrusion detection, multi-factor and biometric authentication, hardware-based
protections, and federated learning for privacy preservation. These methods represent the state of
the art in securing immersive technologies.

Overall, this chapter lays the groundwork for developing effective security frameworks tailored to VR.
It fulfills the early objectives of the thesis by identifying the key risks, validating them through
empirical analysis, and exploring both technical and behavioral mitigation strategies.
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Chapter 3. Balancing Usability, User Experience,
Security and Privacy in VR Systems

Building on the foundation of chapter 2, this chapter addresses Objective 4 by examining the intricate
relationship between usability, user experience, security, and privacy in VR systems.

The chapter adopts a multifaceted approach, integrating theoretical analysis with practical insights
derived from real-world case studies and an empirical user study to determine the trade-offs
between the factors under study to achieve a delicate balance. It contributes to the thesis by:

e Providing a holistic framework for integrating usability, UX, security, and privacy in VR
environments.

e Developing a conceptual model to identify the intersection points between between usability,
UX, security, and privacy.

e Using Python-based data analysis, the chapter quantitatively assesses the relationship
between these four factors.

3.1. Definition of Terms

1. Usability

Usability is a fundamental consideration for any product designed for human interaction. One of the
most widely adopted tool to measur usability is the System Usability Scale, a questionnaire designed
to evaluate users' perceptions of usability [46]. Usability in other words is the capacity of a particular
user to utilize a given system to accomplish particular goals successfully, effectively, and
satisfactorily within a clearly defined context of use [47].

2. User Experience

User Experience (UX) describes how a person feels about or respond to a product, system, or service
after using it or anticipating using it [48]. Moreover, within a particular context of use, the actual UX is
realized when users can attain usability, safety, and satisfaction [49].

3. Security

Developing counter measures to cyber-attacks must comply with confidentiality, integrity and
availability (CIA) principles. Security is a set of measures that protect the CIA of information security
[12].

4. Privacy

Many individuals lack awareness and a clear understanding of their privacy rights and often have little
to no expectations regarding privacy. This results in poor choices when faces with privacy decisions.
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Privacy measures provide users the control over what data is collected, how it is processed and
stored.

3.2. Achieving a Balance in Usability, User Experience, Security and Privacy
in VR

Balancing usability and UX with security and privacy is critical in the design and implementation of VR
systems. VR systems should not simply offer security and privacy measures as isolated features but
seamlessly weave them into the very fabric of UX [50]. Users, while absorbed by the immersive
scenes of VR, should also be shielded from potential threats and data breaches to build trust [51].
Achieving this harmony necessitates careful consideration of every design element, security, user
interaction, and privacy safeguard.

3.2.1 The Concept of User Experience and Usability in VR Systems

VR systems normally promise immersive experience and a feeling of presence. Therefore, after a
person interacts with a VR system, the experience should be memorable, making the user satisfied
with the immersion and recounting the feel of being there. Moreover, the VR system must be easy to
utilize by the user and be able to create a true participatory immersion to produce innovative
experiences [52].

Making the VR system simple to use is the main goal of guaranteeing a satisfying UX. Designing a
usable VR interface that prioritizes ease of use must consider interaction, navigation and feedback.
Usability is a crucial aspect of UX. In VR, poor usability can break immersion, diminishing the overall
experience. While usability and UX are closely related and both linked to human factors, usability is a
key subset of UX. Figure 3.1 presents the elements that consist of UX in VR systems. Considering the
elements of usability, they are a direct influence on the UXin VR.

Uasability  Perception

Immersion  Satisfaction

Interaction quality
Accessibility Presence

Simplicity
Efficiency
Effectiveness

Learning curve

Figure 3.1. The relationship between UX and Usability
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3.2.2 The Relationship Between Usability, UX, Security and Privacy

While ensuring data protection and preventing potential risks is critical [51], designing VR systems
that users find intuitive, immersive, and engaging is equally essential. Figure 3.2 presents a model
that reveals the relationship between usability, UX, security, and privacy in VR.

Whilst security focuses on authentication, encryption, and safeguards against unauthorized access
[53], privacy encompasses the ethical handling of personal information, ensuring compliance with
legal and regulatory standards [54]. However, they may overlap at some situations. Securing
sensitive data in an VR environment is crucial to achieve security and privacy. On the other hand,
security and UX overlaps at integrity and confidentiality— Interaction and perception security should
not be manipulated or accessed by unauthorized users. Malicious manipulation of sensory inputs or
illegal management of interactions can be used to deceive users, cause disorientation, or even
possibly cause injury [17].

Ux

Usability  Immersion
Perception Satisfaction

Accessibility Interaction quality

Interaction

Confidentiality

Integrity
Availability

Ethical Policies:

Data Collection practices ‘l
ser consent machanisms

Figure 3.2. A model depicting the relationship between UX, Usability, Security and Privacy in VR systems

Meanwhile, UX and privacy meets user preference, where users should have control over their data,
to delete, allow permissions or deny.

3.2.3 C(ase Study Methodology and Results

A user study was conducted using the Oculus Quest 2 headset and vTime VR application. Thirteen
participants tested predefined scenarios related to login, avatar customization, messaging, and
privacy controls. Results indicated several challenges: lack of intuitive navigation, poor message
organization, and insufficient privacy explanations. Participants expressed concerns about
unauthorized access and data misuse due to the absence of logout options and weak account
protection. Despite these issues, many appreciated the immersive visual and gesture-based
experience. Users’ views are reported on headset privacy (Figure 3.3). The participants’ views on the
VR platform are illustrated in Figure 3.4 for usability, Figure 3.5 for UX, Figure 3.6 for secuirty and
Figure 3.7 for privacy.
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Figure 3.3. The statistical presentation of the participant’s views on privacy when using VR headset
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Figure 3.4. The statistical presentation of the participants’ views on usability within the VR platform

User Experience
I am satisfiedwith the overall... FiGHENZES0%E  500% &=
Customization options {avatar,.. I8% 1 50.0% e
The social interaction features in XR platormiis... [NSSEN 3333 @=n
Better visual and auditory experiencein XR platorm 8 3@8%  583% IEEame
XR platorm environment is immersive  [GTERENSO0EN 25.0% a8
T 20% 40% 60% 80% 100%

Strongly Disagree W Disagree M Neutral = Agree M Strongly Agree

Figure 3.5. The statistical presentation of the participants’ views on UX within the VR platform
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Figure 3.6. The statistical presentation of the participants’ views on security within the VR platform
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Figure 3.7 . The statistical presentation of the participants’ views on privacy within the VR platform

3.2.4 The Correlation between the Variables Used for the Study

Using Python-based data analysis, correlations between variables showed a moderate relationship
between privacy and UX (0.32), indicating users value privacy as a component of their overall
experience. Meanwhile, weaker correlations between security and usability (0.14) highlighted the
importance of designing non-disruptive security features.
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3.3. Conclusion

The chapter proposes a conceptual model that maps the overlapping areas of these four elements,

offering practical design recommendations such as biometric authentication, adaptive permissions,

real-time privacy notifications, and user education through gamification.

In conclusion, the chapter demonstrates that while usability, UX, security, and privacy are distinct,

they must be approached holistically. A balanced integration of all four leads to more trustworthy,

safe, and immersive VR experiences. These findings offer a strategic framework for designers,

developers, and researchers working to create secure yet seamless immersive systems.

The study made the following contributions
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Holistic Integration Framework: Proposed a multidimensional framework that harmonizes
usability, user experience (UX), security, and privacy in VR environments, ensuring immersive
experiences are not compromised by security measures.

Empirical Case Study: Conducted a real-world user study with 13 participants using vTime
VR on Oculus Quest 2, providing practical insights into how users interact with VR systems in
terms of security, usability, and privacy.

Conceptual Model Development: Introduced a conceptual model mapping the overlaps and
trade-offs between usability, UX, security, and privacy to guide balanced system design.

Conflict Identification: Identified and analyzed key usability-security conflicts such as
intrusive authentication or unclear privacy controls that may hinder immersion and trust in
VR systems.

Quantitative Correlation Analysis: Performed Python-based correlation analysis revealing
that privacy and UX are moderately correlated, emphasizing that privacy-enhancing features
can improve user experience without compromising usability.



Chapter 4. Authenticity and Integrity of Virtual
Assets in Immersive Environments

This chapter addresses Objective 5 by examining the use of digital signatures to ensure the
authenticity and integrity of data, with a focus on their application in securing virtual assets within VR
environments.

The chapter contributes to the thesis by:

e Implemented a cryptographic solution within a VR space that enables users to sign virtual
assets and verify their authenticity in real time.

e Providing a user-centric approach to security by empowering end-users in immersive
environments with security methods to protect their assets.

4.1. The Concept of Digital Signature

Digital signatures are a field of cryptography, dedicated to securing information by ensuring data
confidentiality, integrity, authenticity, and non-repudiation [55]. Cryptography achieves this through
encryption to convert plaintext into an encoded format and ddecryption which restores the original
data, preventing unauthorized access.

Cryptographic techniques are typically classified into two main categories: symmetric and
asymmetric cryptography [56]. Asymmetric cryptography also known as public-key cryptography,
utilizes a pair of keys — public key and a private key. This dual-key mechanism enhances security,
particularly in digital signatures and secure communications.

Digital signatures, based on public-key cryptography, ensure data authenticity, integrity, and non-
repudiation [57]. They use a private-public key pair and a hashing algorithm like SHA-256. A hash
(message digest) is created from the original message and encrypted with the sender’s private key
[58]. The recipient uses the sender's public key to verify the signature by comparing hash values. If
the hashes match, the message is confirmed to be authentic and unchanged [56]. Figure 4.1
illustrates the process of generating and verifying a digital signature, from the sender to the receiver.
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Figure 4.1. Cryptographic signature process

4.2. The Role of Authenticity and Integrity in securing virtual assets in VR
spaces

A core element of VR environments is the virtual asset, which enhances both immersion and UX [59].
In this study, we define virtual assets as custom avatars, virtual real estate, digital artwork, in-game
items, and other interactive objects [60]. Virtual assets though central to immersive VR experiences,
face threats like forgery and unauthorized modification [61]. Existing solutions like blockchain and
digital property insurance are often complex or costly, especially for individual users [62].

This section highlights the need for accessible, user-friendly methods to ensure the authenticity and
integrity of virtual assets. Proving authenticity might be more straightforward in the physical world
than in the virtual world. In traditional business models, transactions are validated using physical
signatures or seals, which legally certify and ratify agreements. However, in digital ecosystems,
authenticity and integrity are typically ensured through cryptographic signatures [63]. Built on
cryptographic hashing and public-key cryptography, digital signature is a lightweight and effective
solution. By integrating digital signatures into VR interactions, users can verify ownership and detect
tampering in real time, enhancing trust and security without compromising immersion.

4.3. Proposed user-centric solution for real-time asset signing and
verification in VR spaces

This section presents a practical, user-friendly system that integrates cryptographic digital
signatures into VR environments to ensure the authenticity and integrity of virtual assets. Built using
Unity 3D and RSA-2048 with SHA-256 hashing, the solution allows users to sign and verify digital
items in real time using simple controller inputs button A for signing, button B for verification without
needing technical knowledge. The main architecture of the system is illustrated in Figure 4.3.
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The system's layered workflow includes four layers: user interaction, application logic
(signing/verification), network communication (Unity Netcode), and a cryptographic layer for security
operations as illustrated in Figure 4.2. Real-time feedback enhances trust by alerting users of
signature validity or tampering. Demonstrated in Figure 4.4 displays the validity response inside the
virtual room during verification, while Figure 4.6 and Figure 4.5 demonstatrate tampering detection
when the system detects a mismatch in hash values comparison.

Performance evaluations show high efficiency, with signing times averaging 17.3ms and verification
times under 1ms. Memory use is minimal (4 KB per signing), ensuring scalability. The system
effectively detects forgery and tampering and remains crypto-agile for future quantum-safe
integrations.

User's interaction
with virtual asset

Represents interaction with
virtutal assets via controllers

User Interaction Layer < >

Application Module Includes the core application
- o .| logic; the signing module,
Application Layer verification module, and
feedback interface
Communication Handles synchronization and
Synchronization Network Communication Layer < » broadcasting across the user
interface

Manages RSA key generation,
Cryptographic Cryptographic Layer < signing, verification and SHA-
Module 256 hashing

&
Figure 4.2. Layered architecture of the proposed VR system
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Figure 4.3. The main architecture of the proposed system
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4.4. Conslusion

This chapter presents a user-centric cryptographic solution for securing virtual assets in VR
environments through the use of RSA-2048 digital signatures and SHA-256 hashing. The system
allows users to sign and verify assets intuitively using standard VR controller inputs, maintaining
both usability and immersive experience. This providing a user-centric security model that is
transparent and empowers users in VR spaces as illustrated in Figure 4.7.
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Figure 4.7. A user-centric model empowering VR users through digital signatures

Key contributions include:

Design and implementation of real-time digital signatures in VR to ensure authenticity and
integrity.

A usable-security design that makes cryptographic operations accessible to non-technical
users.

Interdisciplinary integration combining cybersecurity, VR development, and human-computer
interaction.

A user-centric approach that empowers individuals to protect their virtual assets directly.

Proposal of broader applications for digital signatures in VR contexts, from identity protection
to secure virtual real estate.

The system demonstrated strong performance with low signing latency (17.3ms), minimal memory

usage (4KB), and effective detection of tampering and forgery. It provides a scalable and resilient

foundation for trusted virtual interactions. Looking ahead, the architecture supports future upgrades

with quantum-resistant cryptography, reinforcing its long-term viability in immersive digital

ecosystems.

This contribution demonstrates that robust, usable security can be embedded in immersive

environments offering a foundation for future secure VR systems, both in non-financial and financial

asset contexts.
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Chapter 5. Security Integration and Enhancement in
the GENSAVR Platform

The GENSaVR platform is a high-fidelity VR system for immersive lab training, offering safe,
interactive simulations for skill development. Given its multi-user nature, it requires strong security
measures such as authentication, session control, and infrastructure monitoring to protect user data
and ensure secure, real-time interactions. This chapter dicusses the components and the integration
of security components into GENSAVR to enhance its security.

The chapter contributes to the thesis by:
e The developing a multi-layered security framework for GENSAVR platform.

e Providing infrastructure security monitoring and risk mitigation.

5.1. Components of GENSAVR Platform

The GENSAVR platform uses a modular microservices architecture to support scalable, real-time
immersive applications. Key components include:

e Docker: Enables containerization for portability, fast deployment, and resource efficiency.
e Kubernetes (K8s): Manages and scales containers for high availability and fault tolerance.
e Nakama: Powers real-time multi-user interactions and user management.

e MageAl: Processes and optimizes data in real time for adaptive system responses.

e WebSockets and WebRTC: Ensure low-latency, real-time communication for a seamless
immersive experience.

5.2. Security Integration in the GENSAVR Platform

Originally developed without security features, GENSAVR was enhanced through this research with a
robust, modular and scalable security framework. Key improvements include:

e Multi-layered authentication to control access and prevent unauthorized usage.
e Session management that supports seamless user experience while preventing hijacking.
e Real-time monitoring and compliance tools to detect threats and improve resilience.

The integration of security solutions significantly improved the security posture of GENSAVR, making
it more resistant to threats while maintaining performance and usability. The architecture of the
improved GENSAVR is illustrated in Figure 5.1.
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1. Nakama: Secure Multiplayer Backend for GENSAVR

Nakama is an open-source multiplayer backend [64] integrated into GENSAVR to support real-time,
multi-user VR training. It enhances security through built-in authentication, secure identity
verification, session management, and access control. Additionally, Nakama ensures data encryption
and user credential protection, strengthening GENSAVR's overall security and providing a safe,
scalable, and immersive training environment.
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Figure 5.1. GENSAVR architecture with security integration
2. Kubescape and ARMO: Kubernetes Security Monitoring and Compliance

Kubescape is an open-source security tool integrated into GENSAVR to monitor and protect its
Kubernetes infrastructure. It ensures security across development, deployment, and runtime by
detecting vulnerabilities, enforcing compliance, and supporting DevSecOps practices [65]. Key
features include:

¢ Runtime threat detection.

e (luster vulnerability scanning.
e CI/CD integration.

e Policy enforcement.

Paired with ARMO, a visual dashboard for real-time monitoring, this integration strengthens
GENSAVR's overall security posture, enabling proactive threat detection and compliance throughout
its lifecycle.
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5.2.1 Implementation and Deployment

This section outlines the practical implementation and deployment of the authentication mechanism
alongside the infrastructure monitoring tools used in GENSAVR platform.

1. Authentication Enhancement with Nakama

GENSAVR integrates a secure, multi-layered authentication system using Nakama and Unity. The
platform supports traditional email/password login (Figure 5.2), device-based authentication for
persistent sessions, and token-based session management with automatic refresh (Figure 5.3). Unity
3D provides the user interface (Figure 5.4), while Nakama handles backend operations like secure
login, session tracking, and user data storage (Figure 5.5). The system uses a Singleton pattern
(Figure 5.3) to manage sessions across scenes and ensures secure credential handling. Together,
these implementations provide a seamless, secure, and user-friendly login experience in immersive
VR training environments.

Existing User

Connect
Button

Login Scene

Forgot
Password

Reset Password
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——

Reset Token

i

Mail Service

Welcome
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Collaborative
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Figure 5.2. Overview of the authentication workflow

singleton session

authentication
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session 2

ion i ion | interaction
session 1 session 2 ! | session 3

Figure 5.3. Persistent session using Singleton
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Figure 5.4. The AboutScene where a user is redirected to the Login Scene or to the Register Scene according to the
user’s selection developed with unity 3D

t* Nakama User Accounts

3 accounts found

Filter by user ID, social provider ID, device ID, or usemame (use ‘%’ for prafix or suffix wildcard search (Gl scanrcH

User ID Username Display Name Last Update Remove
00000000-0000-0000-0000-000000000000 2024-11-27T11 46 592
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TbOfB5d7-2c62-4131-827-27d75a0f0a18  DApuEDEGIO 2024-12-06T21.26 102

Figure 5.5. User's account stored in Nkama database.
2. Deploying Kubescape for Infrastructure Security and Monitoring

Kubescape was integrated into the GENSAVR platform to enhance infrastructure security by
detecting vulnerabilities, misconfigurations, and compliance issues within the Kubernetes
environment. Key tools used include the Kubescape CLI, Helm, kubectl, and the ARMO Dashboard.
The deployment process involved installing Kubescape locally, deploying the Kubescape Operator
using Helm, and linking it to ARMO for real-time security monitoring. Once configured, the workflow
of the Kubescape in GENSAVR follows as illustrated in Figure 5.6. This setup enables continuous
scanning, policy enforcement, and threat detection, ensuring that GENSAVR remains secure and
compliant throughout its lifecycle.
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Figure 5.6. Kubescape workflow in GENSAVR, scanning the infrastructure and communicating with ARMO

5.2.2 Security Tests Results

A comprehensive security scan of the GENSAVR platform using Kubescape CLI and ARMO dashboard
revealed 39 vulnerabilities (Figure 5.7): 2 critical, 6 high, 26 medium, and 5 low-risk issues. Most
issues were medium-risk, indicating the need for ongoing monitoring. Key vulnerable components
included Nakama, ws-airsignal-default, and the email server.

Security Risks - SUMMARY

Issues by Risk Severity (i) Risk Categories Overview ()

RISK CATEGORY ISSUES

Workloads oG > 17
Attack path - 6
RBAC configuration - 6
Network configuration e——————> 5
«
5 6 26 5 Data 3
Critical High Medium
Secret management > 2

Figure 5.7. Risk Severity of the vulnerabilities found on GENSAVR infrastructure

Compliance scores were strong - 86.34% (MITRE) and 78.56% (NSA) as illustrated in Figure 5.8. Major
concerns included missing CPU/memory limits, privilege escalation, and misconfigured network rules.
Addressing these findings is essential for enhancing system security and resilience.
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Compliance Score *

The compliance score is calculated by multiplying control failures by the number of failures against supported compliance frameworks.
Remediate controls, or configure your cluster baseline with exceptions, to improve this score.

MITRE: 86.3uU%
NSA: 79.56%

Figure 5.8. Statistics result for standard framework compliance

The analysis discovered a potential DOS attack via nakama with no limits as indicated in Figure 5.9,
and suggested remediation illustrated in Figure 5.10.

Initial Access Denial of service

Figure 5.9. An illustration of a DOS attack

SEVERITY CONTROL ID CONTROL NAME REMEDIATION
High C-0271 Ensure memory limits are set Set the memory limits or use exception mechanism to avoid unnecessary notifications.
High C-0270 Ensure CPU limits are set Set the CPU limits or use exception mechanism to avoid unnecessary notifications.

Figure 5.10. Potential risks and remediation relating to Nakama

5.3. Conclusion

The study introduced DevSecOps principles into immersive VR environments, showcasing a
proactive, user-centric approach to platform security. It bridges containerized infrastructure with
modern cybersecurity best practices, offering a scalable and resilient security model.

This chapter contributed a comprehensive security framework for the GENSAVR platform, enhancing
immersive VR security through multi-layered authentication, session management, and continuous
infrastructure monitoring. By integrating Nakama for secure user access and Kubescape with ARMO
for Kubernetes vulnerability assessment, the platform now features improved threat detection, risk
mitigation, and NSA-aligned compliance.

These advancements not only secure GENSAVR but also serve as a reference for future VR security
implementations. Future research should explore live attack simulations to further strengthen the
system's defense against real-world threats.
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Chapter 6. Time Adaptive Security for Privacy and
Compliance in Immersive Applications

This chapter addresses the urgent need for privacy and compliance in the Metaverse, where users
frequently move across virtual spaces tied to different real-world jurisdictions. As immersive
platforms grow, data protection becomes complex due to global reach and lack of centralized
regulation.

The study proposes a real-time adaptive security framework that dynamically aligns with regional
data privacy laws like GDPR, CCPA, PIPL, and others. This model ensures that as users transition
between virtual environments, their data remains protected according to relevant local regulations.

The chapter contributes to the thesis by:

e Developed a location-based adaptive security model that enforces regional privacy laws
dynamically as users interact across jurisdictions.

e Introduced a multi-layered system architecture integrating real-time location detection,
compliance enforcement, and data access control.

6.1. The Privacy Dilemma in Multi-Modal Interactions in Immersive
Environments

While multi-modal data integration enhances realism and immersion, it also introduces unique
privacy risks. Privacy risks are posed by immersive systems that collect rich, continuous, and often
unconscious multi-modal data like gestures, facial expressions, and behavioral patterns [66]. Such
data can uniquely identify users and reveal intimate details, raising serious ethical and security
concerns [67]. Unlike traditional online platforms, where data governance is typically tied to a specific

jurisdiction, the Metaverse operates as a global digital ecosystem, making regulatory enforcement
and user protections increasingly complex [68]. Key privacy issues include:

¢ Non-transparent data collection and cross-border transfers.

e Behavioral tracking and profiling, enabling manipulation and identity inference.

o Exploitation of biometric data for deepfakes, surveillance, and impersonation.

e Re-creation of real-world crimes in virtual spaces, such as stalking and harassment.

As immersive environments grow globally, adaptive, real-time privacy mechanisms that comply with
regional laws (e.g., GDPR) are urgently needed to protect user data and uphold trust in virtual
interactions.
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6.2. The Role of Adaptive Security in Compliance Enforcement

Immersive experiences in VR rely on real-time data like gaze and motion tracking, but these same
data streams pose serious privacy risks. To balance immersion with user privacy and legal
compliance, this section proposes an adaptive security model that adjusts data handling in real time
based on regional regulations.

The biological and ecological systems exhibit an inherent ability to adapt to their environments,
responding dynamically to threats through self-regulating mechanisms [37]. Drawing insights from
them, this principle of self-sustaining adaptability can be replicated in the Metaverse as adaptive
security to create intelligent, real-time security mechanisms that dynamically adjust to the evolving
privacy, security, and regulatory landscape. This daptive security in the Metaverse would:

e Monitor user activity continuously.

e Dynamically adjust data collection to comply with local laws.

e Restrict unauthorized access and cross-border data transfers.
The model operates in four phases:

1. Predict — Anticipates threats using analytics.

2. Prevent — Proactively blocks unauthorized actions.

3. Detect - Identifies real-time risks and anomalies.

4. Respond — Mitigates threats automatically.

This proactive, self-adjusting system ensures immersive environments remain both privacy-
conscious and legally compliant, supporting safe global adoption of Metaverse technologies.

6.2.1 Ensuring Region-Specific Data Privacy Compliance in the Metaverse

As users move across virtual spaces tied to different real-world regions, the Metaverse must adapt
to diverse privacy regulations like GDPR, CCPA, and PIPL. The need for a dynamic compliance
framework that balances immersive experiences with the protection of user data is necessary.

The solution lies in real-time adaptive security systems that can automatically adjust data collection
and processing based on user location. This includes ensuring transparency, securing user consent,
enforcing data minimization, and respecting data sovereignty laws. To enable this, platforms must:

e Implement real-time adaptive security to enforce local privacy laws.
e Ensure data sovereignty (e.g., keeping Chinese data in China).
e Adopt Zero-Trust security, continuously verifying entities in VR.

e Expand regulations to cover behavioral and emotional data.
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By integrating privacy compliance into the design of immersive platforms, the Metaverse can evolve
into a legally sound and user-trusted environment, protecting sensitive data without compromising
user experience.

6.3. Implementation of Real-Time Adaptive Security for Privacy and
Compliance

As the Metaverse continues to evolve into a globally interconnected virtual ecosystem, ensuring
region-specific data privacy compliance becomes a critical challenge. This section outlines the
development of a real-time adaptive security system designed to ensure privacy compliance in
immersive environments, balancing technological advancement with user rights and security.

6.3.17 Methodology

Using Unity 3D and IPinfo, the system detects user location and automatically adjusts data collection
practices based on regional laws such as GDPR, CCPA, and PIPL. The overall architecture of the
system is illustrated in Figure 6.1. These tools were integrated to build a dynamic, location-based
security model that ensures privacy compliance enforcement in the Metaverse.

The implementation features real-time geolocation tracking, a compliance engine that enforces
region-specific data policies, a user-facing privacy dashboard for managing preferences, and
safeguards against unauthorized data transfers. This modular approach ensures immersive
experiences remain both compliant and secure across global jurisdictions.

Participant in
¢ N immersive world

%
=2 —Q—®

IPinfo API

IP tracking
Immersive data IPinfo
collection Geo-Location
service

Adaptive Security
Engine

Data restrictions

!

Authorized data
processing and

Data privacy
Compliance

Figure 6.1. The architecture of the proposed real-time adaptive security for privacy and compliance
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¢ Components of the Real-Time Adaptive Security Architecture
The adaptive security system comprises six key components:

1. User Interaction Layer - Captures user inputs (motion, gaze, voice, biometrics) through
immersive devices.

2. Location Detection - Uses IPInfo APl and GPS to determine user location and ensure accurate
jurisdiction mapping.

3. Adaptive Security Engine - Matches location with regional privacy laws and enforces
appropriate data policies in real-time.

4. Compliance Database - Stores various global data protection regulations to guide
enforcement decisions.

5. Privacy Dashboard - Lets users manage tracking preferences and view compliance status,
enforcing consent where required.

6. Data Access & Storage Control - Offers user-controlled data retention options and prevents
illegal cross-border data transfers.

e Implementation Steps for Real-Time Adaptive Compliance in Unity 3D

We considered the GDPR (EU), CCPA (California), PIPL (China) and DPA 2012 data protection acts to
construct our system.

The following outlines the detailed steps taken to implement the real-time adaptive compliance
system in Unity 3D.

1. Geolocation Detection: Integrated IPinfo API in Unity to identify the user's country via IP
address, validated with GPS. The system maps country codes to regional privacy laws (e.g.,
GDPR, CCPA, PIPL, DPA 2012).

2. Adaptive Security Engine: Based on detected location, the system applies appropriate
privacy rules, e.g., GDPR disables tracking by default and requires opt-in, while CCPA allows
opt-out. Enforcement is dynamic and region-specific.

3. Privacy Dashboard: Provides users with real-time compliance status and control over
tracking preferences and data retention, adapting options based on applicable regulations.

6.3.2 System Testing & Validation
The adaptive compliance system was tested in two jurisdictions:

Test Case 1: Europe (GDPR) - In Romania and Germany, tracking was disabled by default. Users had
to provide explicit opt-in to enable data collection. The system displayed appropriate compliance
status and allowed control over data retention. The results Figure 6.2 illustrates the disabled
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behavior and movement tracking by default to satisfy the rule of explicit opt-in, while Figure 6.3

demonstarates data retention rules applied. The generated logs are illustrated in Figure 6.4.

Enable MovementTracking ] Zhebie Movetnantrracil

.
Delete Delete
E3 \
Figure 6.2. Testing conducted in Romania, GDPR Figure 6.3. Data retention can be altered by the user.
compliant. GDPR detection disables user tracking data The default is one day. This showing how the users
even if it has been saved already. It allows user to have control over their data when following data data
explicitly opt-in. protection laws

Figure 6.4. Logs captured when location was detected

Test Case 2: Ghana (DPA 2012) - Similar to GDPR, tracking was disabled by default (Figure 6.6). Data
transfers outside Ghana required explicit consent. The system enforced local compliance by
prompting user confirmation before processing data externally and the logs are shown in Figure 6.5.

Overall, the system dynamically adjusted based on user location, enforcing region-specific privacy
rules.

49



Session Log Start - 12/03/2025 22:10:00
22:10:00 - [Log] Initializing Privacy Dashboard...
22:10:01 - [Log] Full API Response: {

“ip”: "154.161. T,

“city": "Accra”,

“region”: “Greater Accra”,

“country": "GH",
— "loc": "5.5560,-0.1969",
“org": "AS30986 Scancom Limited",
“timezone": "Africa/Accra”

}
22:10:01 - [Log] Extracted Country Code: GH
22:10:01 - [Log] Checking compliance for country: GH
22:10:01 - [Log] User's Country: GH | Compliance Rule: DPA_GH
22:10:01 - [Log] Applying Compliance Rules: DPA_GH
22:10:01 - [Log] Enforcing GDPR: Data collection is disabled by default. User must opt-in.
22:10:01 - [Log] Final Toggle Status - Movement Tracking: False, Behavior Analysis: False
22:11:10 - [Log] Attempting to Save Settings - Compliance Rule: DPA_GH
22:11:10 - [Log] GDPR/DPA_GH Opt-in Successful: Data tracking enabled.
22:11:10 - [Log] Privacy settings saved! Movement Tracking: True, Behavior Analysis: True
22:11:28 - [Log] Attempting to Save Settings - Compliance Rule: DPA_GH
X 22:11:28 - [Log] GDPR/DPA_GH Opt-in Successful: Data tracking enabled.
22:11:28 - [Log] Privacy settings saved! Movement Tracking: True, Behavior Analysis: True
22:33:30 - [Log] Attempting to Save Settings - Compliance Rule: DPA_GH
22:33:30 - [Log] GDPR/DPA_GH Opt-in Successful: Data tracking enabled.
22:33:30 - [Loel Privacv settines saved! Movement Tracking: True. Behavior Analvsis: True

Figure 6.6. Test result for Ghana jurisdiction area Figure 6.5. Logs captured when tested in Ghana. A
log file was added to the built application to save

the logs

6.3.3 Discussion of Results

The Real-Time Adaptive Security system was tested across various regions to assess its ability to
enforce location-specific data privacy laws. Key metrics included location detection accuracy,
compliance enforcement, user control, privacy protection, and system responsiveness.

Predict: Prevent:

adjust data
rotection/policy

implement
policy

- apply regional data laws
- restrict unauthorized data
transfer

- enforce location-base
access

- detect non-compliant data
collection
- monitor user location

continuous monitoring
user activity
adaptive security

Lecation-Based
Compliance Threat
Detection

adjust monitor
location location

Detect:
- detect location
Respond: - detect data protection
policy
- adjust data collection settings - enforce legal data

- ensure compliant boundaries

Figure 6.7. The lifecycle of our proposed real-time adaptive system for privacy and compliance
Figure 6.7 illustrate the lifecycle of the system. Results showed:
e Accurate location detection using IPInfo and GPS.

e Successful enforcement of GDPR in EU countries (e.g., Romania and Germany), with tracking
disabled by default and enabled only through explicit consent.

e The Privacy Dashboard provided clear controls and transparency.

e The system effectively prevented unauthorized tracking and dynamically updated compliance
settings as users moved between regions.
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The study confirms that adaptive, location-based compliance is both practical and effective for
immersive environments. Future improvements may include Al-based threat detection and
automated enforcement for even stronger data protection.

6.4. Conclusion

The system was successfully implemented and tested, proving its ability to protect user data in
immersive environments. As immersive platforms grow, such adaptive frameworks are essential for
safeguarding privacy, ensuring regulatory compliance, and building user trust.

This chapter contributes to privacy-aware immersive systems by introducing a real-time, location-
based adaptive security model that enforces regional data privacy laws as users move across
jurisdictions. It combines geolocation (IPInfo & GPS), compliance enforcement, and a user-friendly
privacy dashboard to ensure legal data handling without disrupting user experience.

Key achievements include:
e A multi-layered architecture for compliance automation.
e Dynamic privacy control based on user location.
e Auserinterface for transparency and data preference management.

Future work may explore Al-driven anomaly detection and automated threat prevention to enhance
system resilience.
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Chapter 7. Final Conclusions, Original Contributions
and New Research Directions

7.1. Conclusions

This doctoral research systematically explored cybersecurity challenges in virtual reality (VR),
identifying key vulnerabilities and implementing practical solutions to enhance security in immersive
environments. The work aligns with each of the outlined research objectives, as detailed below:

01. Identify and analyse cybersecurity vulnerabilities in VR systems
e The study categorizes threats using the CIA Triad and attack vector models.

e It highlights risks such as virtual object manipulation, identity theft, data privacy breaches,
and social engineering.

e Astructured foundation is provided for future threat mitigation and regulatory strategies
02. Evaluate existing cybersecurity frameworks and their limitations
¢ The analysis revealed that current security models lack adaptability for immersive systems.

e It emphasizes the need for real-time, privacy-preserving, and identity-aware security
solutions specific to VR.

03. Conduct real-world case studies and risk assessment

e Empirical studies, including ethical penetration testing, uncovered real-world vulnerabilities
like CWE-359 (PIl exposure), malicious APK execution on Oculus Quest 2, excessive
permission abuse, weak audio/video controls, inadequate user awareness

e These findings validate the existence of critical security gaps in popular VR platforms.
O4. Evaluate the balance between usability, security, and privacy in VR

e A user-centered evaluation demonstrated that poorly implemented security measures can
reduce user engagement.

e The study advocates for intuitive and non-intrusive security solutions that maintain
immersion.

05. Implement and validate security mitigations in VR environments
Key implementations included:
e Cryptographic Security for Virtual Assets

RSA with SHA-256 was used to sign and verify virtual items, ensuring real-time authenticity and
integrity.
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Adaptive Security Solutions

A dynamic framework was built to adjust to emerging threats and data protection regulations.

Multi-Layer Authentication Mechanisms

Biometric, behavioral, and token-based methods were combined to enhance access control.

Infrastructure Security and Resilience

Tools like Kubescape and ARMO provided continuous infrastructure monitoring and compliance

enforcement in Kubernetes-based environments.

These efforts bridge the gap between strong cybersecurity and seamless user experience in VR.

This thesis not only identifies VR-specific threats but also delivers practical, tested solutions. It

supports the creation of secure, scalable, and immersive applications, and serves as a foundation for

future security standards, policy frameworks, and research in immersive technology security.

7.2. Original Contributions of the Research

This research makes several original contributions to the field of VR cybersecurity, addressing threat

classification, risk assessment, security implementation, compliance frameworks, and usability

considerations in immersive environments.

A.
1.
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Comprehensive Categorization of VR Cybersecurity Threats

Developed a dual-classification model, categorizing threats based on the CIA Triad and attack
vectors.

Provided a systematic analysis of emerging threats, including chaperone attacks, human
joystick attacks, inception attacks, and MITR attacks, contextualizing their impact within VR
environments.

Empirical Case Studies and Risk Assessment of VR Threats

Conducted real-world threat simulations to assess practical vulnerabilities in immersive
applications.

Developed a risk assessment framework to quantify potential attack impacts on XR users,
data privacy, and system security.

Conducted a PIl Exposure Vulnerability Assessment using OWASP ZAP, analyzing
misconfigured API responses on a VR gaming platform that exposed sensitive financial data
(CWE-359: Exposure of Sensitive Information).



C. Implementation of Cryptographic Digital Signatures for Virtual Asset Integrity

1. Designed and implemented a cryptographic signature mechanism using RSA-2048 and SHA-
256 to ensure authenticity and integrity of digital assets in VR environments.

2. Developed an intuitive signing and verification process that enhances security while
preserving usability.

3. Conducted performance evaluations, demonstrating low-latency signing (17.3 ms) and
instant verification, making the solution scalable for real-time VR applications.

D. Development of an Adaptive Security Framework for Privacy and Compliance

1. Proposed and integrated a real-time adaptive security model that dynamically adjusts data
collection, privacy policies, and security protocols based on user location and compliance
requirements.

2. Leveraged geolocation detection (IPInfo API, GPS tracking) to enforce cross-border data
protection regulations, addressing privacy concerns in the Metaverse and global VR
applications.

E. Security Enhancement of the GENSAVR Platform

1. Integrated Nakama for authentication, Kubescape for Kubernetes security scanning, and
ARMO for security monitoring to secure the GENSAVR VR platform.

2. Conducted NSA compliance scans and vulnerability assessments to identify and mitigate
security risks in workload deployments, RBAC configurations, and network security gaps.

3. Implemented secure session management protocols, ensuring seamless and persistent
authentication while preventing session hijacking and unauthorized access.

F. Bridging the Gap Between Security, Usability, and User Experience in VR

1. Developed a user-centric security model that balances usability, UX, security and privacy,
ensuring that security measures do not disrupt immersion.

2. And conducted empirical UX studies to evaluate how security mechanisms can be seamlessly
integrated into immersive applications.

7.3. Dissemination and Valorization of Research Results

The doctoral work results were published in the journals and in proceedings of international
conferences in the field.
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7.4. Future Research Directions

While this research has provided valuable insights into VR cybersecurity, several areas warrant

further investigation:

e Scalability of Adaptive Security Frameworks: Future research can explore how adaptive
security solutions scale in large-scale XR ecosystems with millions of concurrent users.

e Al-Driven Behavioral Security: Investigating how machine learning and deep learning models
can predict and prevent cyber threats in real time based on user behavior patterns in VR.

e Quantum-Resistant Cryptographic Protocols: As quantum computing evolves, the security of
current cryptographic techniques in VR needs further evaluation. Future work should explore
quantum-safe encryption for immersive applications.

e (Cross-Platform Security Standardization: Establishing global security standards for VR and
XR applications to ensure compliance with international privacy and cybersecurity
regulations.

This research has laid the groundwork for future advancements in immersive cybersecurity, offering

a solid foundation for developing next-generation VR security frameworks. As VR adoption expands

across gaming, healthcare, education, and enterprise applications, the need for robust, scalable, and

privacy-preserving security solutions will become increasingly critical.
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